Users and Groups

Managing Users and Groups

IPAM Admin v  Data Import Users API~ Scheduler Log Approvalsv Constraints Exit Admin Q
Groups
Name Enabled Users
Gilobal Admins Yes 21
Global Read-Only Yes 0 V-]
TLR Yes 1 Ve
Global Group 3 Yes 1 Z
Global Group 4 Yes 0 V-]
123 Department LAB Yes 1 Z
Users
Username Name Groups

Users and Groups are managed from the Admin area of ProVision, under the Users tab. Both Global and Resource level groups are shown.

® Managing Users and Groups

© Users Overview
= Creating/Editing User Accounts
® Setting/Resetting User Passwords
= Removing a User

© Groups
= Default Groups
= Add or Edit a Group
® Removing a Group

© Additional Information

Users Overview

A User is defined as a single login account that accesses ProVision. In the Users section, users may be added, edited, assigned to groups, have
password information reset, or be removed.

Users

Username Name Groups

6clabadmin@6connect.com 6connect labadmin 6connect Labz IPAM Admins o /&2 @
6clabs1@6connect.com 6¢ labs1 6connect Labs Admin 1 8 /£ e
6clabsops @6connect.com 6¢ ops 6connect Labs Operations t ~£ @
6clabzqa@6connect.com 6¢ labz 6connectQA 8 /»~ @
6climit@6connect.com some name 6connect Labz - Limited 8 /&2 @
6connectlabz@6connect.com 6connect labz 6connect Labs Admin b 2

Creating/Editing User Accounts

Add Users by click on the "Add User" button at the bottom of the "Users" section of the page. The Edit User dialog will pop up.



Users

Username Name Groups

6clabadmin@6connect.com 6connect labadmin 6connect Labz IPAM Admins 8 /& @
6clabs1@6connect.com 6¢ labs1 6connect Labs Admin 1 0 /2 @
6clabsops@6connect.com 6¢c ops 6connect Labs Operations 8 /~ @
6clabzqa@6connect.com 6¢ labz 6connectQA 8 &~ @
6climit@6connect.com some name 6connect Labz - Limited 0 /2 @
6connectlabz@6connect.com 6connect labz 6connect Labs Admin [ Pt - )
Add User

You can also bring up the same dialog to edit a user's information by clicking on the Action Menu (wrench icon) at the end of the row for the user.

6clabzga@6connect.com 6¢ labz 6connectQA 0 2 @
6climit@6connect.com some name 6connect Labz - Limited [ @
6connectlabz@6connect.com 6connect labz 6connect Labs Admin i It - |

When creating or editing User accounts, you will be presented with the following options.

You may enter or edit the Username, First Name, Last Name, whether to enable help bubbles, and select one or more permissions groups to
which to assign the user.

Username peercreateonly @6con
First Name peercreate
Last Name only
Disable help bubbles?

Groups ~ Inoperms

| peerreadonly

| peerupdateonly

peercreateonly

_ | peerdeleteonly

_ ISAL Admin de DNS

Save

When assigning users to multiple permissions groups, be sure to review the group permission details to ensure that they do not conflict
with eachother!

Setting/Resetting User Passwords

When you click on the padlock icon, you will be presented with options to set a new password and/or send a password reset email to the
intended user account.



6clabzga@6connect.com 6c labz 6connectQA (1’ @
6climit@6connect.com some name 6connect Labz - Limited @ s @

6connectlabz@6connect.com 6connect labz 6connect Labs Admin 2 @

From here, you can choose a new password, or use the automatically generated random password.

If you select the checkbox next to "Send email?", email fields will appear that may be edited as desired. When complete, hit "Send".

Reset Password

New Password: HVp092uI
Send email?
From:

6connect Support <ops@6connect.com>

To: peerupdate only <peerupdateonly@6conne
Subject: Reset credentials for: peerupdateonly@6connect.com (https:
Message: Dear peerupdate only,

6connect Support <ops@6connect.com> has
requested your credentials be reset for
6connect ProVision at https://1-
dev.6connect.com/ga-5.1.0.

Your username is:
peerupdateonly@6connect.com
Your new password is: HVpo92ul

Login at: https://l-dev.6connect.com/qa-
5.1.0

A ae a1 m w_ s te an PRI Z

Removing a User

To remove a user from the Users list, click on the red circle "delete" icon next to that user.

6clabzga@6connect.com 6c labz 6connectQA
6climit@6connect.com some name 6connect Labz - Limited
6connectlabz@6connect.com 6connect labz 6connect Labs Admin

Groups

ProVision administrators can also create permission groups to assign users to. This allows more control over user roles.
A Group has four elements associated with it:
Users: The Users that are assigned to the group, and will be limited by the selected permissions.
Resources: Resources access may be set to Global TLR (applies to all resources), or to the level of individually selected resources.

Functional Area: The ProVision functional area (IPAM, Resources, Peering, etc) for the selected resource(s) that permissions are set
under.

Permission Level: Create, Read, Update, and Delete (C/R/U/D) permissions may be set under each functional area for each resource
selected.



IPAR

Functional
Area

DME

My  Resources

Awesome Co

Read-Only

Permission Group
Level

Users

In the example above, the group “MyGroup” allows the users Bob Smith and Jane Doe to only read IPAM and DNS data for the
Resource “Awesome Co”.

Through the use of these four elements, Groups can create permissions structures that are as flexible as you need.

Default Groups

Two default groups are available initially in ProVision:

® Global Admin (May not be edited or deleted)
® Global Read-Only

These Global groups allow for access to the entire ProVision platform. You may add additional Global groups by creating a new group using the
TLR (Top Level Resource). You may also add detailed resource level group permissions by selected individual resources.

For more detail on top-level and resource permissions, see Global Permissions and Resource Permissions.

(D Overlapping group and user permissions

Permissions are inherited based on the hierarchy of the objects, unless you specify a different permission!

Add or Edit a Group

New Groups can be created by ProVision administrators by pressing the green "Add Group" button. To edit a group, you may click on the Action
Menu (wrench icon) for the group.

Groups

Name Enabled Users

Global Admins Yes 20

Global Read-Only Yes 3 Ve

TLR Yes 1 s
Global Group 3 Yes 1

Global Group 4 Yes 0 s @
123 Department LAB Yes 1

e
‘ Add Group )

After hitting the "Add Group" button or wrench icon, the Group Information screen will pop up.


http://docs.6connect.com/display/DOC/Global+Permissions
http://docs.6connect.com/display/DOC/Resource+Permissions

Group Information
Name

New Global Group
Enabled

Resource Permissions (Show Details)

IPAM Peer Resource User

Resource

TLR v - - 0@

Add More Group Permissions

Updating Permissions can take some time on a large database.

Add in the name of the new group, and set the permissions for that group by defining the resource(s) in the dropdown menu, checking the
functional areas that you want accessible.

Click "Show Details" to fine tune the functional areas into Create/Read/Update/Delete level permissions.

To add permissions for additional Resources, click "Add More Group Permissions", select the Resource, and check the desired permissions.

To delete a Resource from the permissions list, simply click the red icon.

In the example below, we make a group called "Some Lab Group”, whose users we want to be able to access two resources: 6connect Labz and
7connect Labs. These users will be working extensively in IPAM and Resources, so we give them full access to those areas of

ProVision. However, we also want them to view other information, but not edit it. We click on "Show Details" to fine-tune the permissions, and
then check the "R" column under Peer and User.

Group Information
Name

Some Lab Group
Enabled

Resource Permissions (Hide Details)

IPAM Peer Resource User
Resource CRUD CRUD CRUD CRUD SWIP Admin
6connect Labz v - JC B O C B 0@
7connect Labs v - JC - JC - 0@

C: Create R: Read U: Update D: Delete

Add More Group Permissions

Updating Permissions can take some time on a large database.

Click "Save" when complete. After adding the group, you can add users to the group by selecting the group when editing a user account.

Removing a Group

To remove a user from the Users list, click on the red circle "delete" icon next to that user.



Groups

Name Enabled Users

Global Admins Yes 20

Global Read-Only Yes 3 Ve

TLR Yes 1 Val

Global Group 3 Yes 1 Ve

Global Group 4 Yes 0 Vet
123 Department LAB Yes 1 Z

Note: Users cannot edit or delete permissions for the Group to which they currently belong, unless they are also a member of the
default Global Admin Group.

Additional Information

For more information on Users and Groups, see the following areas:
Users & Permissions

Global Permissions

Resource Permissions

Verifying Permissions


https://docs.6connect.com/pages/viewpage.action?pageId=54576278
https://docs.6connect.com/display/DOC742/Global+Permissions
https://docs.6connect.com/display/DOC742/Resource+Permissions
https://docs.6connect.com/display/DOC742/Verifying+Permissions
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